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Unified Command for Your Entire Firewall Fleet

Monitor, manage, and automate multiple firewalls from a single pane of glass.

Simplify compliance, accelerate deployments, and gain real-time visibility across all your sites

Streamline Your Security Operations

True Visibility Automated Operations Deep Analytics
Stop jumping between IP addresses. Get a SF Firewall Management lets you execute Turn raw logs into actionable business
comprehensive view of your entire security changes across hundreds of devices intelligence with executive reporting.
posture instantly. simultaneously.
® Executive Summaries: Health Scores,
e Global Dashboard: View Online/Offline e Bulk Updates: Create IP/MAC Hosts and Uptime %, and Threat Summaries.
status and active alerts. FQDN Groups in one click. e Performance Trends: 24-hour history of
e Interactive Maps: Visualize firewalls by e Policy Management: Standardize Service CPU, Memory, and Disk usage.
Site location. Groups & Protocols (TCP/UDP/ICMP).
® Live Metrics: Real-time CPU, RAM, and ® Mass Password Rotation: Secure your
Active User counts. fleet by changing Admin passwords
globally.

Enterprise-Grade Control

H @ Firewall Management i Dashboard @ Firewalls = Operations v I Reports @ Admin v System Administrator ,,
Detailed Asset Management °
Firewalls C REFRESH + Add
Know exactly what you have and where it is. Prevent license e
lapses and hardware surprises.  Search by mame, 1P addiess, o sie
e License Tracking: Track Base Licenses and Modules (Web, fewn se s wem ov R Gmeans W o Ao
Mail, Sandstorm) with expiry countdowns. sowans 0w m n oD U o

e Hardware Insights: Automatic tracking of Model, Serial
Number, Firmware, and HA Status.

e Interface Monitoring: Real-time bandwidth monitoring o o odos bty m o g
(Mbps/Gbps) for specific network interfaces.
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G overnance & s e Curii‘y @ Firewall Management % Dashooord @ Firewolls = Operotions v [ Reports @ Adin v @ System Adrministrator
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Built for teams, not just individuals. Ensure compliance with strict
access controls. Q sercnin oot =
e Granular RBAC: Pre-defined roles for Admins (Full),
Operators (Monoge), and Viewers (Read—only), 26011204609 odmin@localost Uses-monsgemens
e Site-Based Segregation: Assign Operators to specific Sites to o
limit scope. O -
e Audit Trails: Capture every user action, resource change, MocovmND  sdmecchot (e oo
and login event for compliance.
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Extensive Bulk Action Library

Don't just monitor—manage. Execute over 20 distinct operation types across your entire fleet instantly.
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Network Objects

Standardize your network definitions
across all sites.

e IP & MAC Hosts:
Create/Update/Delete.

e FQDN Support: Includes wildcard
support (*.domain.com).

e Group Management: Sync Host
Groups globally.

Service Definitions

Precise protocol management for your
firewall rules.

e Multi-Protocol: TCP, UDP, ICMP, &
ICMPVG6.

e Custom Ranges: Define specific ports
or ranges.

e Service Groups: Bundle services for
easier policy application.

Admin & Safety

Execute critical changes with built-in
safeguards.

e Mass Password Rotation: Secure
fleet-wide credentials instantly.

e Smart Retry: Re-run only failed tasks
from history.

e Live Logs: Real-time success/failure
feedback per device.

System requirements - Minimum Hardware

_

CPU 4 cores 8 cores
RAM 8 GB 16 GB

Disk 50 GB SSD 100 GB SSD
Network 100 Mbps 1Gbps

Supported Firewall: Sophos XGS/XG Firewall with SFOS version 18 and above

Subscription by device and type of firewall (desktop, 1U, 2U):

e SF Firewall Management Essential - Desktop - 1Y/2Y/3Y
e SF Firewall Management Essential - 1U - 1Y/2Y/3Y
e SF Firewall Management Essential - 2U - 1Y/2Y/3Y




